Changes from Version 1.0 to Version 2.0 (January 2025)

¢ Updated review dates to reflect the new policy cycle

o Added the Online Safety Bill (2024) to the legislation and regulation section

o Added detailed KCSIE-aligned filtering and monitoring requirements, with
clarification that digital monitoring tools are supplemental to, not a replacement
for, physical staff supervision

o Added anew Al Usage section (Section 5) covering: definitions of Al tools,
prohibition of student use on Trust devices, acceptable and unacceptable uses
for staff, and monitoring provisions

¢ Made MFA mandatory for all staff where available and feasible, with personal
devices required for the authenticator app and a fallback option via mobile
number where approved

o Tightened USB and external drive restrictions, limiting use to exceptional
circumstances under IT supervision and emphasising cloud-based data transfer
via OneDrive and SharePoint

¢ Enhanced BYOD requirements to require unmanaged devices to connectto an
isolated guest network only, with the internal network PSK restricted to IT staff
and Trust-managed devices

Changes from Version 2.0 to Version 2.1 (March 2026)

e Updated policy to comply with JCQ exam regulation requirements



